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Teaching and Learning
The Internet is an essential element in 21st Century life for education, business and social interaction. The school has a duty to provide pupils with quality Internet access as part of their learning experience. Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.
Internet use will enhance learning
The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.
Pupils will be taught how to evaluate Internet content
School will ensure that the use of Internet derived materials by staff and pupils complies with copyright law. Pupils should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.
Managing Internet Access
Information System Security
School computing systems capacity and security will be reviewed regularly. Virus protection will be updated regularly.
 
E-mail
Pupils may only use approved e-mail accounts on the school system. Pupils must immediately tell a teacher if they receive offensive e-mail. Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission. E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper. The forwarding of chain letters is not permitted. Pupils’ will practise email using our Purple Mash platform which is password protected and is overseen by the class teacher.
Published content and the school website
Contact details on the Website should be the school address, e-mail and telephone number. Staff or pupils’ personal information will not be published. The headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate.
Publishing pupil’s images and work
Photographs that include pupils will be selected carefully. Pupils’ full names will not be used anywhere on the Website in association with photographs. Written permission from parents or carers will be obtained before photographs of pupils are published on the school Website or Learning Platform (public area). Pupil’s work can only be published with the permission of the pupil and parents. Pupils’ work can also be celebrated safely within our Purple Mash platform once approved by a teacher.
Social networking and personal publishing
School will block / filter access to social networking sites. Newsgroups will be blocked unless a specific use is approved. Pupils will be advised never to give out personal details of any kind which may identify them or their location. Pupils and parents will be advised that the use of social network spaces outside school is inappropriate for primary aged pupils.


Managing filtering
School will work with the LA, DfE and the Internet Service Provider to ensure systems to protect pupils are reviewed and improved. If pupils or staff discover an unsuitable site, it must be reported to the Class Teacher, online safeguarding lead or Head Teacher. Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. The current filtering system is cloud based BT Netsweeper.
Managing emerging technologies
Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. The use of portable media such as memory sticks will be monitored closely as potential sources of computer virus and inappropriate material. Pupils should not normally bring mobile phones to school. 
When this is absolutely necessary, pupils’ mobile phones will be kept in the school office and returned to pupils at the end of the school day. The sending of abusive or inappropriate text messages is forbidden. Staff will use a school phone where contact with pupils is required.
Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.

Data Protection
To ensure data and information remains safe and secure we have adopted the following strategies for storage of offsite data. 

1. Cloud Storage - Office 365 is available for storage of sensitive information. It is an attractive solution as it conforms to regulatory requirements related to data protection and provides a significant reduction in the risk of data being lost or stolen. 

2. Encrypted Flash Drives - Where cloud storage is not suitable teachers have encrypted drives. These are FIPs Compliant (Federal Information Processing Standard) and are encrypted to AES 256-bit Standard.

3. Teacher Laptops - where teacher laptops are deployed these remain on the school domain and are configured with encrypted offline files. Thus making it difficult to view, edit or change any file without the correct credentials. All are password protected.

Policy Decisions
Authorising Internet access
Pupil instruction in responsible and safe use should precede any Internet access and all pupils must sign up to the Pupil online safeguarding Agreement to abide by the school’s online safeguarding Rules. These online safeguarding Rules will also be displayed clearly in all networked rooms. Access to the Internet will be by directly supervised access to specific, approved on-line materials. All parents will be asked to sign the Parent online safeguarding Agreement giving consent for their child to use the Internet in school by following the school’s online safeguarding Rules and within the constraints detailed in the school’s online safeguarding Policy. All staff must read and agree in writing to adhere to the Acceptable Use of the Internet Agreement for Staff before using any school computing web-based resource.
Assessing risks
School will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. Neither the school nor the Local Authority can accept liability for the material accessed, or any consequences of Internet access.
The school will audit computing provision to establish if the online safeguarding Policy is adequate and that its implementation is effective.
Handling online safeguarding complaints
Complaints of Internet misuse will be dealt with by a senior member of staff. Any complaint about staff misuse must be referred to the Head Teacher. Complaints of a child protection nature must be dealt with in accordance with school child protection procedures. Pupils and parents will be informed of the complaints procedure.
Community use of the Internet
External organisations using the school’s computing facilities must adhere to the online safeguarding Policy.
Communications Policy
Introducing the online safeguarding Policy to pupils
Online safeguarding rules will be posted in all networked rooms and discussed with the pupils at the start of each year according to the SMART rules. The SMART posters are displayed in every classroom. Pupils will be informed that network and Internet use will be monitored. Children will sign the Acceptable Use Policy at the beginning of each academic year as they are reminded of the SMART rules.
Staff and the online safeguarding Policy
All staff will be given the School online safeguarding Policy and its importance explained. Any information downloaded must be respectful of copyright, property rights and privacy. Staff should be aware that Internet traffic can be monitored and traced to the individual user. Discretion and professional conduct is essential. A laptop issued to a member of staff remains the property of the school. Users of such equipment should therefore adhere to school policy regarding appropriate use with regard to Internet access, data protection and use of software. Staff will sign and agree to the schools’ acceptable use policy.
Enlisting parents’ support
Parents’ attention will be drawn to the School online safeguarding Policy in newsletters and on the School Website. We will also regularly provide updates to useful online safety resources on school newsletters as well as on the school website. There are drop in sessions at every parents’ evening

Monitoring and review
This policy is implemented on a day-to-day basis by all school staff and is monitored by the Computing Leader. This policy is the Governors’ responsibility and they review its effectiveness annually. They do this during reviews conducted between the online safeguarding Leader, Computing Leader, Designated Child Protection Coordinator, Governor with responsibility for Computing and Governor with responsibility for Child Protection. Ongoing incidents would be reported to the full governing body.
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